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EXECUTIVE SUMMARY

This policy paper discusses the idea of employing internet voting in elections in Georgia and all the
advantages and disadvantages this offers. It engages with detailed analysis of the Estonian case as the only
country that has been using E-voting nationwide for fifteen years, and then discusses its application in the
Georgian context. Considering all the advantages internet voting offers (boosting non-resident voter turnout,
increasing participation of multiple socio-demographic groups, as well as making it easier for citizens living
on the other side of the occupation line) the authorities need to start working in this direction as its
implementation in Georgia may fix many key issues. However, before E-voting is introduced, there are several
major challenges that need to be addressed: internet penetration and computer literacy remain quite low in
the rural areas of the country. Furthermore, substantial work needs to be done to increase trust in the system.
Key words: Georgia, Estonia, E-Voting, Elections, Trust, Voter Turnout.
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INTRODUCTION
Internet voting is being partially used in some countries (Australia, Norway, Switzerland, Canada), while
Estonia has been allowing nationwide application of this method for last fifteen years. The case of the latter
is the focus of this paper and is discussed in detail as the Baltic states have always been a role model, and in
many instances have actually assisted Georgia with economic reforms (Radio Free Europe 2007) or with
responses to Russian cyber warfare (Kirk 2008). Internet voting could be another project to be successfully
implemented following the example set by this Baltic state.
Implementation of modern technology in the election process is especially important for emerging
democracies like Georgia, where elections have been haunted by constant distrust from the losing side for
last 30 years since its independence. The latest parliamentary election, in 2020, and the subsequent political
crisis, was no exception to this rule. This policy paper aims to suggest one way to address this long-standing
challenge by limiting the human factor and introducing electronic voting (E-voting). This work engages in costbenefit analysis of the application of internet voting in the Georgian context. It is examining pros and cons of
the introduction of E-voting, potential challenges Georgia could face, and how to address those obstacles, as
well as the overall benefits of internet voting for further strengthening the fragile Georgian democracy.
In the first part, this paper examines how Estonia has benefited from E-voting and the advantages it has
offered. Next, it moves to the mechanisms of internet voting - i.e. how it work in practice - then discusses the
case of Georgia and ends with recommendations for the actors involved.

WHY ESTONIAN EXPERIENCE OF E-VOTING MATTERS FOR GEORGIA?
Estonia is known for its advanced digital society. Already in 1996 E-banking services were developed, which
contributed to the embrace of E-solutions and the later use of IDs (e-estonia n.d.). By the year 2000 the
country had online government E-cabinet meetings and online tax declarations. Currently, 99% of residents of
Estonia (including foreigners) hold ID cards with microchips and 70% use them regularly to get various
services online (ibid). Internet voting was first introduced in Estonia in 2005 and the share of voters opting for
this option was only 2 percent. However, in the latest parliamentary elections (2019) it grew to 27% (Valimised
“Statistics about…” n.d.). Interestingly, the share of E-voters in the turnout in the latest parliamentary elections
was 43,8% (ibid) highlighting the attractiveness of internet voting. On the other hand, what needs to be noted
is that although the introduction of this internet voting option has not affected the overall turnout, it had a
significant impact on Estonians voting from abroad (Valimised n.d.). As will be discussed in the next section,
this trend makes it quite attractive in the Georgian context - easing voting for thousands of Georgians living
abroad or students residing in Tbilisi, but registered in other towns and villages.
Process of E-voting
In order to use the internet voting option, a voter must have an ID card issued together with pin codes, the ID program in the
computer and a card reader. They are similar to the one currently being issued in Georgia and used for getting various services
from the state. For instance, to get a free parking permit near your residence in Tbilisi you need to log in with your ID and pin
codes. Afterwards, the voter will need to download the voter application. There are guidelines available on how to verify the
authenticity of the page as well as the application which is being downloaded.
Once the voter application is downloaded, the voter logs in with the pin code 1 and proceeds to the list of the parties to vote for.
The application also offers options to see the names of party candidates or to use search option to find specific names in the list.
Once the voter makes a choice, she/he will need to confirm it with a digital signature i.e. pin code 2. After the process is
complete, a QR code appears on the computer screen that allows the voter to check whether the vote was delivered to the server
and the choicerecorded correctly.
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There are several mechanisms in the system that ensure that the voters express their will freely and are not being coerced. Not
only that the voter can choose a suitable time or date to vote, but also he/she has an option to change the vote later. Furthermore,
the voter could go to a polling station and cast a paper vote, which will automatically annul the earlier internet vote. Additional
privacy measures include encryption of internet votes in such a way that it is not possible to see for whom the voter voted, as the
system separates between personal data and the votes given. The votes cast via the internet are opened only during counting
with a secret key, access to which is given to the members of the election committee, and more than half of them have to be
present in order to open the votes (Valimised n.d.b).

APPLICATION OF E-VOTING IN GEORGIA: POTENTIAL BENEFITS AND
CHALLENGES
At the 5th Annual Democracy Conference organized by the Georgian Institute of Politics, the head of the
Central Election Commission of Georgia, Tamar Zhvania, remarked that, based on other countries’
experiences, there were no plans to fundamentally change anything in the methods of voting. Online platforms
were developed only for technical issues, be it either double-checking voter lists or registering observer
missions and other commissions (5th Annual Democracy Conference 2020, 4-5). However, at the moment in
Georgia, ID card technology is used for various government services. The Minister of Justice has mentioned
on several occasions that technologically Georgia is ready to allow internet voting, yet some legislative
measures - popularization of ID cards and increasing penetration of the internet - were still needed (IPN 2015;
Khatchapuridze 2016). If this is indeed the case, that technologically Georgia is ready to include E-voting as
an option for voters, the authorities need to start working in this direction as soon as possible considering
the following advantages it could offer: boosting turnout of citizens of Georgia living abroad, and in the
occupied territories or students living far from their place of registration, as well as facilitating the more
active participation of ethnic minorities.
Effects on voter turnout and participation
As was mentioned in the introduction, internet voting was first introduced in Estonia in 2005 and has been
becoming increasingly popular ever since. Turnout in the parliamentary elections in Estonia has been
consistently just above 60%, however, the number that has been growing is the portion of the votes cast via
the internet. In 2007, the first parliamentary elections since the introduction of E-voting, the share was 3,4%
out of all the eligible voters. This number grew to 27,9% in the latest parliamentary elections (2019). When
calculated percentages from the turnout the number is 5,5% and 43,8% for 2007 and 2019 respectively
(Valimised, n.d.c).
For Georgia, turnout for the parliamentary elections is not that low either. Despite the COVID-19 crisis, in the
first round of the last parliamentary elections (2020) the turnout was 56,11% (CESKO “Elections 2020” 2020).
However, the turnout of the voters abroad was only 18,5% - that is about three times less (ibid). There are two
ways specific to the Georgian context in which the E-voting could possibly increase voter turnout.
First of all, it could positively affect participation of young people and students. Most university goers in
Georgia live in Tbilisi but are registered in different municipalities all across the country. Thus, in order to
vote, they need to travel to their place of registration, which they might not be able to do due to work
commitments, distances being too long to travel for one day, or simply being lazy. As studies have shown,
costs related to reaching the polling station play a bigger role in whether a person is going to vote or not, in
comparison to the costs related to acquiring necessary information for making an informed choice (Blais et
al. 2019). Voting via the internet from one’s own personal computer, on the other hand, eliminates an obstacle
to voting as there will be no need to travel just for one day.
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Similarly, participation in the elections and thus the exercise of their fundamental democratic right is
considerably limited for Georgians living abroad. In order to vote, they need to travel to the cities where the
embassies or consulates are located, which could explain such a big difference between the voter turnout in
Georgia and abroad (~56% and ~18% respectively). Either they are not able to afford a day off to travel and
vote or do not feel passionate enough about any political party or any issue to go to the trouble. Introduction
of internet voting on the other hand, has the potential to considerably increase access to voting for Georgian
citizens living abroad.
Last but not least, the Coronavirus pandemic further tilted the balance in favor of distant voting. The spread
of the virus is indeed an obstacle to voters showing up at the polling station - internet voting can be done even
in the middle of full nationwide lockdown or by the patient from a hospital bed.
Boosting political participation of ethnic minorities and those living in the occupied territories
The case of Estonia illustrated one interesting trend that could be very beneficial in the case of Georgia.
Studies suggest that the technology enables increased political participation. Internet voting bridges societal
divisions and eases political participation, even of those with fewer resources (less connected to modern
technology) or those who are simply not voting because of the inconveniences of paper voting (Vassil et al.
2016, 458). Furthermore, studies indicate that after several cycles of elections when internet voting was used,
the disparity between ethnic and non-ethnic Estonians voting online has totally disappeared (ibid, 456). Thus,
E-voting could be an important step in addressing the issue of ethnic minorities in Georgia being
disfranchised from political life. As well it could, to a certain degree, decrease the constant controversies
around polling stations in the regions populated by Azerbaijani and Armenian minorities.
Additionally, what is especially relevant for Georgia is the possibility of voting from home for Georgian
citizens living on the other side of the occupation line. In other words, people living in Abkhazia and South
Ossetia do not need to put themselves in danger trying to cross the dividing line to exercise their fundamental
human right. One more implication, if this practice is established, is the increased popularity and trust in Eservices. Thus, by broadening state services, citizens of Georgia living on the other side of the occupation line
will be able to vote without leaving their homes.
Lack of trust and its implications
Despite all the advantages and benefits internet voting has to offer, there are several major challenges and
cons that policymakers and the Election Administration of Georgia (CEC) will need to overcome in order to
successfully apply E-voting in the Georgian context. One of the first issues that need to be addressed is the
lack of trust not only in the system but also in state institutions. Another obstacle to the full implementation
of the internet voting option is the lack of internet penetration and computer illiteracy. This section of the
paper discusses these challenges in detail and, in the concluding part, provides certain recommendation to
address them.
Studies show that one of the key factors facilitating internet voting is trust in the system (Trechsel and Vassil
2011 cited in Vassil et al. 2016). Study of a case of Finland, which allowed postal voting for its non-resident
voters, illustrated that while voters extremely distrustful of this mode of casting the ballot were unaffected,
medium-trusting voters living abroad began using postal voting if the nearest polling station was more than
100 km. away, while high-trust voters adopted this method even if the polling station was within a range of 1030 km. (Nemčok and Peltoniemi 2021).
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Considering the general low level of trust in state institutions in Georgia (trust in the executive government in
2019 stood at 21%, for the parliament at 15%, while for the political parties just 8% (Caucasus Barometer timeseries dataset 2019)) as well as the contesting of official election results by the opposition parties every time,
this just might prove to be the greatest challenge for the authorities. Transparency and communication
strategies to convey as much detailed information about the mechanisms of internet voting to the wider
public as possible could be the way to considerably mitigate this problem. Furthermore, it needs to be noted
that while trust is an important factor at the beginning, after several elections where internet voting was
enabled, the need for its powers diminished. (Vassil et al. 2016, 456).
The mode of internet voting that is analyzed in this policy paper is also known in the literature as REV (remote
electronic voting). It permits voters to cast their vote from an unsupervised environment (from any place
outside the polling station). This implies that there is a high risk of voter coercion as the vote is cast in an
uncontrolled environment (Gibson et al. 2016). However, the possibility of changing your vote cast online at
any time prior to the election day, as well as an option of casting a paper ballot at the polling station and thus
annulling the internet vote cast before, are some ways of ensuring voters’ choice is expressed freely and
protected against external influence. Additional mechanisms that include separation of the vote cast and
personal information, as well as a possibility of checking if votes were delivered and registered correctly on
the server facilitates, increase trust in the system.
However, privacy in this system still largely depends on the level of trust in the device from which the vote is
cast(ibid). Whether there is malware on the primary device used for voting, or whether the internet connection
is secure, remain some of the many potential problems internet voting faces. and relates to another challenge
connected with computer literacy and access to the internet.
Computer literacy and access to the internetas a major stumbling block
Another major challenge that the Georgian authorities will need to overcome is increasing computer literacy
and access to the internet. According to a report published by the Institute of Development of Freedom of
Information (IDFI) in 2020, in 2018 Georgia with 63%, along with Ukraine, scored the worst among the Eastern
Partnership countries in terms of internet accessibility (IDFI “internet usage and accessibility…” 2020).
Internet penetration, according to the same study, is really high in Tbilisi (125%) and Adjara (124%), while in
other regions it remains quite low. In Guria it is 33%, while in Racha-Lechkhumi and Kvemo Svaneti internet
penetration is no more than 15%. Interestingly, regions which are populated by ethnic minorities are better
connected – Kvemo Kartli scores 76% and Samtskhe-Javakheti 59%. In comparison, internet penetration in
Samegrelo - Zemo Svaneti is around 41%, Shida Kartli around 51% etc. Similarly, national computer ownership
is at 62%, 74% of which is in the urban population (ibid, 5). The IDFI report also includes Geostat data from
2019, according to which 46% of population has no basic knowledge of the computer (ibid, 6).
Those numbers point to the challenge that needs to be addressed before all the benefits of E-voting can be
materialized. What the study of the case of Estonia suggests is that the potential enabling effect of internet
voting - i.e. considerably increasing participation of multiple socio-demographic groups - takes at least three
elections to take place (Vassil et al. 2016, 459). However, the same authors also note that, considering that
internet voting in Estonia was introduced in 2005, and since then the level of internet penetration, the use of
social media and technology has increased so dramatically that widespread acceptance of E-voting may take
considerably less time than three elections (ibid).
Last but not least, scepticism towards new ID cards and their application, especially from conservative
religious groups (Netgazeti 2013) needs attention from the policymakers. Special campaigns and programs
need to be developed in order to better communicate the mechanisms behind the new identification cards and
to address fears among this sector of the population.
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CONCLUSIONS AND RECOMMENDATIONS
For several years, the Georgian political scene has been haunted by constant distrust and challenges to the
election outcomes, with the latest parliamentary election being no exception to this rule. Removal of human
factor and allowing citizens to cast their vote online from their personal computer, as well as giving them an
opportunity to check whether their votes were delivered and correctly recorded in the server, could positively
affect the level of trust in the election results. Furthermore, E-voting facilitates participation of non-resident
voters i.e. citizens living abroad or far from their places of registration. Internet voting can also considerably
ease the process for Georgians living in the occupied territories. Another positive side-effect of this move
could be increasing trust in E-services in general and mitigating distrust in new IDs among religious
conservative groups in Georgia.
However, the introduction of internet voting still faces several major challenges and stumbling blocks. In
order to take full advantage of the benefits that are being offered by the implementation of E-voting, they need
to be addressed as soon as possible. First of all, trust in the system of internet voting and application for
connecting ID card to the computer needs to be high. Furthermore, internet penetration in the rural areas
remains extremely low and the state has to start investing more in this infrastructure.
This policy paper proposes the following recommendations to facilitate the application of internet voting in
Georgia.
To the government of Georgia and the CEC
Start conducting studies to assess the readiness of the E-infrastructure and software for the introduction
E-voting;
Initiate special campaigns to speed up the process of replacing old identity cards with new ones.
Furthermore, conduct information campaigns to address the issues of distrust in the new ID cards among
conservative groups of the population;
Promote Computer literacy, i.e. how to use the ID card reader, pin codes, what is a digital signature and
how it works, as well as distributing video instructions and ads via media channels on how to cast one’s
vote online;
Government should invest more in building E-infrastructure in the regions, and most importantly, increase
internet penetration in the rural areas;
Work closely with political parties to explain the benefits and security of E-voting systems. Explain how
the votes cast through them are protected and how anonymity is b guaranteed.
To the international community and countries with the experience of E-voting
Assist, by bringing in foreign experts and involving Estonia, in order to share knowledge and skills;
Cooperate closely with the CEC and other institutions responsible for the administration of elections to
ensure an E-voting infrastructure is secure against possible hacking and works properly;
Organize special training and workshops to inform the third sector about possible loopholes and how to
check on actors who could abuse the system.
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To international and local non-governmental organizations as well as to the local media
Actively cooperate with the government of Georgia on information campaigns and popularization of
internet voting;
Make sure an online voting process is free from government / local authority intervention by closely
monitoring the process, especially on election day when paper votes could invalidate the online ones
already cast, as well as when the E-votes are opened for counting;
Work more closely with ethnic minorities in order to make internet voting more accessible to them and
boost their participation.
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